
Cybersecurity  

Today nearly every business and local/state/national governmen-

tal organization relies on information technology for each aspect of 

operations. This increased reliance on technology makes combat-

ing vulnerabilities an ever-increasing priority. To minimize risks, 

Vision Technologies offers a suite of security services that focus on 

the preservation of confidentiality, integrity of data, and availability 

of network resources.  

 

Our services aim to: 

 Improve security and reduce risk across the enterprise 

 Define policies and procedures to enable a predictable, meas-

ured security posture 

 Simplify compliance with governmental guidelines and man-

dates 

 Combat threats and reduce/eliminate incidents or disruptions 

through proactive vulnerability management 

 Speed response to and recovery from security incidents 

Vision Technologies has the strategic, technical, and func-

tional expertise to help government agencies cost-effectively 

protect their information infrastructure. Government agen-

cies must deal with new regulations, budget constraints, and 

manpower limitations to protect their physical and virtual en-

vironments from a steady increase in manmade and natural 

threats. To succeed, they must use innovative technologies to 

ensure that administrative, physical, and technical safe-

guards prevent or limit security breaches and attacks.  

Government Security Services 

Capabilities 
 

Our Cybersecurity Services include: 

 Certification & Accreditation 

 Security Operations Center 

(SOC) 

 Enterprise Security Manage-

ment (ESM) 

 Risk Analysis and Assessment 

 Cyber Kill Chain Methodology 

 Security as a Service (SECaaS) 

 Network Security 

 Firewall Administration 

 HSPD-12 Compliance 

 Authentication and Access Con-

trol 

 Identity Management 

 Vulnerability Management 

 Patch Management 

 Intrusion Prevention 

 Intrusion Detection 

 Incident Response 

 Continuity of Operations 

(COOP)/Disaster Recovery (DR) 

 Penetration Testing 
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IAVA Scan Results (DoD Client) 

Taken together, National Security Presidential Directive 54 and Homeland 

Security Presidential Directive 23 comprise the Comprehensive National 

Cybersecurity Initiative (CNCI), aimed at addressing one of the most serious 

economic and national security challenges we face as a nation. Vision  

assists the government in fielding an organized and unified response to  

future cyber incidents, while strengthening public/private partnerships to 

find technology solutions that ensure U.S. security and prosperity to meet 

the digital challenges of our time. 

 

Success Story 

For a Department of Defense (DoD) entity, Vision implemented a systemat-

ic framework for information assurance vulnerability management to ad-

dress a serious backlog of Information Assurance Vulnerability Alerts 

(IAVAs). At the outset, there were 11,310 unpatched and un-remediated 

vulnerabilities across the entire enterprise. Slowly, steadily, and surely – 

Vision chipped away at the backlog and had decreased its level by 90  

percent after only a year. 

Customer Kudos 
 

I wanted to say “thank you” to 

all of those who contributed 

information updates and  

handled the <site> security 

incident. This was an excel-

lent team effort between  

Vision and EPA federal staff; 

the incident(s) were handled 

quickly, and updates were  

given to the appropriate ORD 

personnel to provide to EPA 

management and CSIRC. 

 
Information Security Officer (ISO) 

Office of Science Information  

Management (OSIM) 

 

 

You guys are one of our shin-

ing examples of doing things 

right. The risk is what the risk 

is; however, at least you know 

what your risk is and are pay-

ing attention to the problems 

and fixing where feasible. If 

only everyone cooperated the 

same way. 

 
CSIRC Operations Manager to 

OSIM ISO about teamwork  

between Vision and EPA 
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